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NETWORK INFORMATION SERVER spare into the logicaJ:djsk cpMprati6^f;thTsOTer~and:to3? 

retetribute the rnufiiple cq^ie^f the informations 

BACKGROUND OF THE INVENTION thVserye^^ 

1 Field of the Invention djkirMves.-Such^ 

. ... ... s system calOemporarily-severefc decrease the performance 

Tta myemion relates o a high speed, m.croprocessor 0 ^SfoT5iflo¥ 

based fault tolerant mass storage mformat.on server system, ^^^^J^^^^m^^^-^l 

and more particularly concerns an integrated, fault tolerant, \ v -^ „ r --j— ~ »— r^^r^P^v -i • ' 

e y . j j , * ■ i j- u I allows forjhe.rapid removal of failed or failing components; 

four-way mirrored Internet server system, including hot "*-*• * f* r - -^rzr£r=r==r- 

' . i ■ j i . and the integration of either replacement components^or 

swappable components connected to a midplane connector, a,... t *^ . . . — ... ... 4 . 

\K . ... j ■* t.- *. *• 10 additional -components-into-lhe-server^system, while" the 

combining communication, routing and switching functions - -- - • — - --j^^ .^i™ * ~„ ^ t 

, & ,. - * * j . „ • power ls.on and the system is operating, without a significant 

with scalable storage, and an integrated system monitoring K. . ,__. t : = J - ., r — & -^=--^r^- — & j 

4 . f i_ , dram uponjhe. resources orthe-serversystentf 

diagnostics computer subsystem. * 7,7:, c * rvn i -n * *• 

on . . fD i/ja , Wlln reference to FIG. 1, illustrating a pnor art server 

2. Description ot Related Art hardware configuration, a conventional information server 

Conventional information server systems, including Inter- 15 system j ncajdes a variety of components from different 

net server systems, have been able to provide only limited manufacturers and utilizing different protocols, frequently 

scalability to accommodate increased storage requirements, caus i ng incompatibility problems in performing diagnostics 

and have typically required a power-down of the informa- of me entire server svstenv 

tion server system to facilitate installation of additional disk Such-a^erver^ystem4ypicaUy^is_connected„to receive 

storage devices or communications components. The shut 2Q user ^fcWa^^^ 

down and installation of additional or replacement compo- (CQ) throU gh^. n ormal-telephone;lme^POTS)Srrier line to 

nents to an information server system commonly requires a a modem ; su ' ch aS -a-moden77vailable fromlTSrRobotics, 

significant amount of system administrator personnel time for ~exam^e7mTerfacedjvitlLa terminatiel^i^h aslhSse^ 

and resources to facilitate system maintenance, and for such p^ ed „ b ^ Liv i Dgst orl7fol^mpIerand-a-hub forcon-> 

tasks as expansion of storage space repair, and routine ^ S^g^seveTal-compme"rTor net'works^therTsuch^ 

main^r^e^uch^o^^^ thWpr^Sf^ 

Conventional-info^ nected'to axommunications systemrsuch asthloprovidedby 

ited-fau^leTal^ CISpVandIi router'such^as^that.provided by ADTRAN, 

wtu chJmco rporatjg,ex^^ which-is in"tum r interfac ed to the~ networit-(WWW). 

bf:thaLneeded^y-Uie^ 30 ^ uch prior ^Tnetwork interface lysteSThave serious 

(^kTsp a^is.mco r^orated.m to limitations in their adaptability and flexibility, and must be 

oCdis^storage devices.-^ managed by personnel who are knowledge- 

tecbnplogy.typ^ able about how to effectively maintain availability of the 
tok^es^-an^ seryej^mts? network interface in the face of the complex relationships of 
coulp^ linlkedjo^crease the capacity of an information^ thc hardwarc vsc & often, the only way to achieve reason- 

se^er sys^^djhis ty^eo^ able reliability is to provide large amounts of redundancy as 

aJso„aHowed_ only^a Hmited^amount^oWault -tolerance. wcU M[o{ibc abovc contr ibuting to a great deal of expense 

Typically 3 j|W seryerfa^ in the requisition and maintenance of a network interface 

server wouW^e-directed to the next seryeran Tme foOh^ system Thc prcscnt invcntion ^Ives these and many other 

registrationrand"s^^n^frpm_oneserverto the next. However/ 40 p r0D i e m S , 
elich-time-the-infonnauonwas-reT^ 

reqmred-resulting in compounj&hf of delay SUMMARY OF THE INVENTION 

wa£-transfelre^from Br^fly,:ana^^g<me 

alsoi>alanc^ vides for ajUnfp^ma.tion.ser^ 

aClp alilb^ancinglprogram ,-Avhich,-ho wever, -required -an 7 45 ana>co£reconfig^rable.o^ n 
operator tQ ^a^uaJ lj^irrra" diagnostics^ prograjn3>nreach7 capab"ilit^due4o tee fm^ 

seTyeralfd.manuaily^switch^ cojm,ectot^boaTd -forIaU~c o 

Depending upon the nature of a component failure, cor- ser^J^^mZTTie-Mo 

recti ve action with prior art systems can include removal and readilyl assemblecLand -mtegrated -wiihT m^ 

replacement of a completely or partially failed device. Such 50 com ponents tosignificantf^ 

system maintenance typically requires that the entire server seTverTsyste^In^^^ 

system be taken off-line, and powered down before the the^inyen^b^Ipr^ides^an -mtegrated-diag^ostic^cornputer^ 

physical replacement operation can be performed. Some sut^ystemjma'TfiiUy^ 

information server systems permit "hot swapping," the nateTjwble^^ 

removal and replacement of a component in a system while 55 bylJepla^ernent or^ddk 

the power is on and the system is operating. Such systems sj^telCIn-addi^n,^ 

still typically require considerable hands-on intervention of subsystem eliminates the- mcompatability prbblOTS^preyj- 

the system administrator personnel to manually manipulate ously3&^£ut^d^ith perforniingjH^j^^cs on the-seryer 

the hardware interfaces and operating system software for system7The-rate ofend user commumcanonsreceptiODLCan 

purposes of physically and logically reintegrating the newly 60 alsp3a^ntalp^bu^ 

replaced disk device or other component into the server a^hj^ta^j^atabl^ 

system. bypassj.similar-but slowerTunctionin iheend u^^modem, 

Tr^p^ocess:of lomcal rei^egrato^Le^ loj;place tli^ul^rof the^^ 

P^y^jcpmpjpi^nrint^^^ ma^-GPUrand~s)^hrppizing~the-modem ^ 

significant portion-ofHhe-CPU;and;memop^ missipn.speed-of the server unit. 

selvers ystem rFo CThe.Tinyej^tion accordmgly^p^i 

resot^c^are-needed^tb^reafloca^the^ serve r sv^sje^rm^g^s^l^e^mo^l^ 
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^swappable^rchitecture of a pluralityrof -comj^neiits^for 
iatMaanglwith.a^computer "network such as : th"e~Internep 
coffllSsing a ccntrllTproc^ssing^ -^t^^conWuliications) 
idterface^bsystem connected tO^J^ntral"^ceKin^lJrnt^ 
ajiiass storage sul^ystem wn^ct^C^^ 5 
inglimT,.alid a diagnostics cbjn|mtersui^ 
theTcenh^IpFocessin^iinit for monitoring' whenone jof the~-^ 
plufality^of components of the-information selveFsysJern is-7 
removed or afd^edrin a ^esently-preferred embodimentrthe 
inTolrmatib^serversystem-iurUier ^coln^rise^ a^mddrplanej> 10 
conjraoT bbTrd Mv^ 

the^componentsjon each^side of the" rajd-planef cpn^ctor 
bqard r and-the componentiTof the informaUonseiv^system 
are currently-preferably ~cbmeete<ftb the mid^planeiCOTinec-^ 
tofCbpardlqf] the" inform ation^w^system^by "interface 15 
caJdOnTa^preferred-aspect-of-the invention^merinterface^ 
cards-comprise cir^iux'toIsensV^ 
areJailmgroYWbeingTemoVed, a 

theldiaj^s^ infonnatioOefyer system^? 

indicating that the component_connected tblthe TOMector? 2 q 
board by the- interface card-is to be taken 3ffline,^to~allow 
m^mformationsewr system to 

asUhey_are"t alcen off -hne ;aWto switch them on as they^re 
placed on4me r allowirig^eTi^rinaU^ sysjem^to' be folly 
D 9 t ^ w lPP^y? ^JEa^frthe component preferably-has.a.unique 25 
electronic- serial" number xej;ogm*zecl^by ^Qiia^iidstics 
subsystem^allowiDg-the components to„be_ integra^e^into 
tn^e_in^61^atio^scry^r3ystem. 

In a currently preferred aspect, the information server 
system comprises multiply mirrored components to signifi- 3 q 
cantly improve fault tolerance of the information server 
system. TfreTnW=plane;ponnector board accordinglyprefer- 
ably has upper and lower ^fcCbf^cketsV allowing^for 
components^to be^mirrored lefl-_and right, and top and 
bottom, to-significantly increase^fault:tolerance5f-the infor- 35 
mation serve7^ystem.-A~plurality"df mid-plane connector 
boards can^be'pjpvidedrallowin^for-expansion~aria scal- 
ability of the-system. 

In one presently preferred embodiment, the mass storage 
subsystem comprises a plurality of disk storage devices, and 40 
each of the plurality^ofjlisk storage devices is mounted on 
^"bypass ^ interface card-that connectsTto-a mid-planeloDnr 
riectpf Lboju/cJJfav ing X plurality of socke^for connecting 
interface cards f or coj^bhents on e ach side of the.niid^lane 
connectorboard.The bypassjntjerfa^^ 45 
cmimTctable together by jum^ 
disk' ^bllpTdevi^^ 
rently-prejerj^'as^^ 

circuitry Jp se nse when a bypass interface ca^dJi^f ailing b r 
is^beingrreittoved,^d to generate-a signal to the diagnostics 50 
subsystem^o|^e_mformation server system indicating that 
the disk storage device^conne^ board by 

the bypass interfacejcaFdris to-be taken.off lirortoTallow the 
information^erver systemJo^witch^he^diskTstorage com- 
ponents pff,as thcyJareJtaken off-line, amj-tbTsyritch them on 55 
as they are placed on-line,^owingihe irn^ormatibn system 
to be fully^hoj^swappabler ln~one^presently preferred 
embodimentpthe mass storage subsystem comprises a fibre 
channel disk storage device array subsystem. 

A presently preferred aspect of the information server 60 
system is that each of the components of the information 
server system has a unique serial number, and the diagnos- 
tics computer subsystem monitors the serial numbers for the 
components on-line. In another preferred aspect, the diag- 
nostics computer subsystem is connected to a plurality of 65 
temperature sensors that are provided to monitor tempera- 
ture zones throughout the information server system. In 
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another preferred aspect of the invention, the information 
server system comprises a fan, and the diagnostics computer 
subsystem is connected to the fan for monitoring the fan 
speeds. In yet another preferred aspect, the information 
server system comprises a power supply, and the diagnostics 
computer subsystem is connected to the power supply for 
monitoring the electronic signature of the power supply. 

The present invention also provides for a method for 
increasing the throughput rates of a user computer having a 
communications interface via a network with a host server 
system, the user computer communications interface includ- 
ing a modem of the type utilizing a database hash table for 
decryption of encrypted data received from the host server 
system. The method comprises the steps of installing a 
supplementary database hash table in the user computer to 
replace the function of the hash table in the modem, access- 
ing the supplementary hash table installed in the computer 
for decryption of encrypted data received from the host 
server system, and synchronizing the modem with the trans- 
mission speed of the host server system. In one preferred 
aspect of the method, the step of synchronizing the modem 
with the transmission speed of the host server system 
comprises gradually increasing the setting of the throughput 
rate of the modem along with that of data transmission from 
the host server system. In another preferred aspect of the 
method, the step of synchronizing the modem with the 
transmission speed of the host server system further com- 
prises detecting the throughput transmission rate change 
with a phase lock loop, in order to synchronize the user 
computer communications interface with the throughput rate 
of data transmissions from the host server. 

These and other aspects and advantages of the invention 
will become apparent from the following detailed descrip- 
tion and the accompanying drawings, which illustrate by 
way of example the features of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic diagram of a prior art information 
server configuration; 

FIG. 2 is a schematic diagram of server hardware con- 
figuration according to the invention; 

FIG. 3 is a schematic diagram of a user interface with a 
central office connected via a network to an information 
server system; 

FIG. 4 is a schematic diagram of an integrated informa- 
tion server system according to the present invention; 

FIG. 5 is a more detailed schematic diagram of the 
integrated information server system of FIG. 4 according to 
the present invention; 

FIG. 6 is a more detailed schematic diagram of a typical 
embodiment of the integrated information server system of 
FIG. 4 according to the present invention; and 

FIG. 7 is a graph illustrating the synchronization of a user 
communications interface with increased information server 
system transmission speeds according to the method of the 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Some conventional information server systems have lim- 
ited fault tolerance, requiring the complete power-down of 
the information server system to repair component failures 
and permit the installation of additional devices. Conven- 
tional backplane technology also has limited the degree to 
which multiple mirroring of components can be provided in 
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an individual server. While multiple server units could be 
linked, this type of multiple server configuration allowed 
only a limited amount of fault tolerance. Conventional 
information server systems are also commonly assembled 
from components from a multiplicity of non-standardized 
sources, and incompatability problems have commonly been 
encountered in performing diagnostics of such information 
server systems. The speed of transmission of network infor- 
mation to a user communications interface is also commonly 
limited by the capacity of the modems utilized at the user 
interface. 

As iSviUustrated in the drawings,-4he;inventiorTis^embod- 
ied in- an-imjjroyed _ information server~system-with a 
C^scalable;jnpdular^ 



and:a^ingle-board-high-speed-computer (SBC)^20 utilizing 
a computer^ industr^star^ardlop iwatiriglsystem software 
program^such^asT'for example, the qperatingsystem-avail- 
able under toettadename "WfNDOWS NT* from Microsoft 
Co rporation.-The^fibre^sTore disk storage-device-array sub- 
systein'pref erably^tilizes'^rr integrated; fault tolerant and 
scalable-diskjtolage-design, with a plurality of disk storage 
devices^22, with each^disk.storage-device^mounted^on a 
bypa&Tinte^ce-card 24 that connects to a- unique vertical 
mid-plane connector board 26. 

EacrHHid^lalie^c^nnecto^^ 
/^ockets~28~f or^cormecTing interface cards for com^nentsZon 
e achTside " of 1 toe~^mid-pl^ ^eacti^ 
mid^plane^ttnnecto^ 
!5 <sets.b~f. socke^Iallowing forcomponen^JtoTb^_mirTore"d;left 
alfd[ngftt7iM~t^lm^ 

toleTance^flu^infoOTation seivelrll^teS^MultiplOnid- 
planeconnecj^bc^^ 

server-system,-allowing foF^j^^sion and^alability of the 
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of ^islTstorage .-devices can bexonnectellltolpth^to^make 
toejco^^atkm. scalable to up to any needed mass storagei 
cpnfiguTation7Umijed^ 

disklstorage provided by toe physical server, case frame - 
work;~As7is;further explained jn greater detai^belowrtlje 
diagnostics -subsystem monitors the serial". numbers forj the 
components on-lra^^d~mor^^ is 



forCinterfacing wittra network suclras the-Inte met. 

HG^2ris^an-illustration^oflaIpre^enU 
c^figurajio^^^ing c^^min^trative^seryer, l5_03erm 
servervan email server, a n^s : sen^andj[ web s^rver,r50 

tem.sewers~20r6Im6dems, -and 84^channeLblml^cor£ 

nectedTto tolCnetwo~rk~ (WWW)lby a "digitalysej^er unit 20 systeW/JEach. of .tr^Ibypass -interfa ce cards -are.sequentially} 

(jD^)7andIal® connrctable/^^ 
offic^a^loJheJQternet us 

olheEsidS. In addition to such information server systems 
being assembled from components from a multiplicity of 

varied sources, 'system admmistratorpjtfs^ 25 
utili^IBifferentT typ e s of proprie tary software programsno 
perform^ diagnostics on the -sy stem^ requiring- different 

adaprterl^olmg^^ 

p arabilityl problems-previouslyassociated-with performing ^3 rembvedlor added.. Eactrbypa^-interf acejc^rd pre^ 
diagnosticsTIof ln~inf6^rmation^rver syste^ZrEe^presenP 30 inclutes;;dCTt^ 

invSioa^Ives-those^r^ fa'iing"oT;is ^ bein^r^dvedrind to generate, a jsipalltb^ej 

In addition, despite advances in speed and capacity of diagnostigsj^ 

information server systems, the speed of transmission of mdicating4hat-toe-individa^ 

network information is commonly limited by the capacity of <he information-se^ 

the modems utilized at the userJnterface^With reference to 35 components off~as;ttey;a_^ 

nGr-3rthe clien£ or^ on as- they^are^place d ]on-jin e> Jfijogtog "jhgj^bjm^jon 

(connected^ ia a -modem-to^cente ^a>pffic^(CC))^connected systcmJ^c^fimylhot^wappabLe . 

via, ajaetworklo^^ Referring to FIG. 5, the information server system 10 

CmodelrTcoritai^ typically is connected between users calling using the SS7 

soft5vafFinstaUedin~th^ co protocol, forwarded to the server system by a central office 

encrypting an — X-Y— lookup-table, -sucTTas for common (CO) 30 through a Tl carrier line to a first interface board 

characters transmitted. The hash table in the modem con- 32 that performs the functions of a digital ser vice unit/ 

tains an array of pointers indexed by a hash function, used channel service unit (DSU/CSU). ^TgjnformatiorL server? 

in a hashing scheme to provide rapid access to data items system is -ajs^connected~-toltoe~ ne 

which are distinguished by a key. However, the size of the 45 second 1 inte^acelboard" 36 TThe first ~^terface~board is3 



hash table in common modems is severely limited, thus, 
limiting the degree of compression that can be 
accomplished, and therefore the speed of the modem. Car- 
rier transmission speeds can be increased by providing 



connected lal^ommurjicalioM^bsystem "board, JdrJcomE) 
munication-bo ard 387 which in turn alsojy ommunicates" withn 
thesecondinterf ace board! tcTthe netwo rk. A typical inforn 
matipix server Isyste^ inclu des six dedicated communica 1 - 



expensive, higher capacity modems, to provide significant 50 tiojQcarcjs^^ 



transmission speed increases over normal telephone lines, 
such as is accomplished with Tl carriers, for example. 
However, it would be desirable to provide a server system 
and method implemented by the server system to allow a 
user computer and modem to receive transmissions from 
server systems at significantly higher speeds, without toe 
need for physically replacing or upgrading a user modem 
with a more expensive, higher capacity modem. Referring to 
FIGr 4 , the infoTrmtion ]se^ 



bolrU^pelfdri^^ 

s £ryex-_systejKL ;^e^cenjrat5rbassing-- unit (CPU) ~4(Tis 
typically~coimected:to:recc^ 

42 and floppy disk drive 44, and communicates with the 
55 communication board and a fibre channel controller (FC) 46 
for controlling the fibre channel 48, allowing the CPU to 
interface with the hard drives 22. The^sy5lem_Uiagnostics 
m pnitorin g'Subs ystemSO'is'co nrKCtedJ^ 
face-boaKisrtne.commuriS 



typic^Uy'_^ccmectcd"to[ ^ aTfibrejchannel disk-storage^evio^ 60 fibr^chanr^jis^-^ an 

array^suta r IsCDIVG^ for 

subsyjtejrrty^n^inj^^^ remote-accessrand-a^lG/lOO-NICrcajd^-. 

comp^ble^ nigh^peeo^p^ysicjJ"and'virtual-backpla^"bus The dedicated system diagnostics monitoring subsystem 

and Intelligent'Inpu t/ Output'(I gQ) b us to an~ex ternir ^isj47? 50 thus monitors all the cards and communications systems, 

Thejnfor^^ 65 over the 120. The system diagnostics monitoring subsystem 

s>«temsJnclu<iin^r^ 50 preferably comprises dual, left and right mirrored 

inteTfa^ subsystem computers, each having a VGA LCD touch screen 52 for 



02/19/2004, EAST Version: 1.4.1 



US 6,260,155 Bl 

7 8 

displaying a menu system for a complete diagnostics Chip" communications processor from Motorola Corp. The 
routine, with two computer interface cards on one mid-plane communications circuit board also includes onboard buffer 
connector board, each card having a top and a bottom and memory and a high speed, fiber channel compatible, optical 
left and right sections. The system diagnostics monitoring bus for intra-server-component high speed data 
computers are typically connected to the front of the mid- 5 communications, as well as fiber channel compatible com* 
plane connector board, and the I/O ports for the system pactPCI bridge circuitry such as the bridge chipset available 
diagnostics monitoring computers are typically connected at from Tundra. Additionally, for improved communications 
the back of the mid-plane connector board. A PCMCIA diagnostic, status and monitoring capabilities, the commu- 
modem is provided to interface with the server system for nications board incorporates a bit error rate tester (BERT) 
remote access. Otherwise, all functions and tests can be 1Q chip set, such as the device available as Model No. DS2172 
performed via the touch screen. The diagnostic suite is from Dallas Semiconductor, configured for communications 
preferably programmed in the integrated diagnostics wth the SBC and operating system software, via the 120 
subsystem, and eliminates the incompatability problems bus - ^ communications interface subsystems are adapt- 
previously associated with performing diagnostics of the able for compatibility with other network and telecommu- 
server system nications architectures, protocols and topologies, including, 
* • mi ♦' * j • * ^ , 1 • c * • 1 15 bui not limited to, T-3, DS-3, OC-3 c , OC-12 c , OC-192 c , 
As is illustrated in greater detail in FIG. 6, a typical pDDI, SONET, SCSI, TCP/IP, HiPPI and ATM. 
configuration for the informatior , ser^r^ystem of the inven- fa aQomer of ^ method of ^ for 

U0 ^ c ^^ increasing the throughput rates of standard user communi- 

mpo^ C^s40,^y cations interface, the present invention addresses the prob- 

system 50,jKxUonsior^ 20 j em of enlarging the size of the hash table utilized by the user 

6r;vUh ;: sjoJs^power, a^nd 5„pe ripfieral sk>ts ((«) JA] interface to allow significantly compression of the informa- 
including-a-slot-66~for-a-CD-ROM drive, Jbej^tore^nass-, tion being transferred, and consequently significant modem 

storage subsystem 12 with dual power supplies (not shown), spC ed increases that can currently commonly only be 

including multiple hard drives 22 on the bypass interface achieved by installing a higher capacity modem with a larger 

carrier board interfacing with the CPU's by a fiber channel 2 s hash table. According to the method of the invention, when 

48. The hard drives preferably conduct predictive algorithms the user logs on to the host server system, the host server 

to transfer data to the other drives and shut down when they system transfers an autoexec file to the user computer 

are about to fail. The information server case also preferably system, and instructs the user to turn off the computer, and 

includes a CD-ROM drive 42 and floppy disk drive 44. to run the autoexec file on start up. The autoexec file installs 

Mi^iplejndTiulaT^ 30 a database hash table in the computer to replace the function 

nications-boards-72'p^ffor^^ of the hash table in the modem, and modifies the modem to 

ir^rmaUo^ri~s<^^ access the hash table installed in the computer, placing the 

grammaWeZIGate-Array-(FPGA) -based-to-be-software load of the hash table encryption on the main CPU, permit- 

^corifigurable^ajna^id^ ting expansion and updating and upgrading of an extended 

upg^estq bcj^a™lb^edTb^he.co^ra^^^tions modules. 35 hash table to include commonly used terms, such as Internet 

T he-interfa celboarclslat^ terms, for example. As is illustrated in FIG. 7, in order to 

preferably-hotjj wppable-modu les that alio wTtrielnfonna^ synchronize the modem with the server unit, the setting of 

tionrsen^ the throughput rate 74 of the modem is gradually increased 

recojulgure^crsystfem. along with that of the transmission, ultimately allowing for 

The Agnostic's ^ 40 approximately a quadrupling of the speed of the modem. 

as'40-tempejature:iel^^ The user modem detects the throughput transmission rate 

zo^Hhroughout the infomatibn server system; Typically change with a phase lock loop, in order to synchronize the 

foj^seli&ors are^^ user communications interface with the increased through- 

ad&tion, the diagnostics-subsystem is connected-loTihe fans put rate of the transmissions from the host server. 

(noj^sho^n)land ^power^ppUe^ -monitoring^the^fan 45 The operating system software incorporates enhance- 

speeds-and electfonic signatures » of^he-power-suppUes, ix., ments adding functionality directed to control of the com- 

by^sampling the current drawn-and -voltagejdrop-across-the munications interface, disk array controller and single board 

componentsT^ computer. The SBC can include any of a wide number of 

measurements-made when the ^its^e^ suitable devices, including, but not limited to, the Compact- 

tronic signature of-a-co^mpo"nent~varies by-greater-than 20%, 50 PCI CPU Board with Pentium processor, Model No. ZT 
me^o^^nentis^ ^taken-off linerThe fan; a^d po^rsupplyZ! 5510, available from Ziatech Corporation. Modifications to 

components:are/als6^^fefarU)L ^hotswappable, sothaUonce 1 e nhance performance of the ZT 55 10 can include an onboard 
they are ideju^ed-asTaileiancd !^ offjine, j^ylc^ re^dilyjbe\ 40 Mb flash memory card for permanent storage of the 
repi^d 3 ^^t^iin^quiring- any -down-time for7theJserve?J non-reconfigurable portions of the operating system 

unitriZ^ 55 software, and an onboard removable PCMCLA40 Mb flash 

The communications interface subsystem communicates memory card, "D2 Flash Disk" available from Sundisk 

with other subsystems of the information server on the Corporation, for read/writeable storage of the reconfigurable 

above described buses and incorporates any combination of portions of the system software. 

a number of widely available interface and communications It will be apparent from the foregoing that while particular 

tertiary subsystem circuit boards. The interface boards 60 forms of the invention have been illustrated and described, 

incorporate, among other components, digital service unit various modifications can be made without departing from 

(DSU) framers which can include, for example, T-l com- the spirit and scope of the invention. Accordingly, it is not 

munications compatible DSU's such as the Model No. intended that the invention be limited, except by the 

DS2152 chip set from Dallas Semiconductor Corp. The appended claims, 

communications boards incorporate, among other 65 What is claimed is: 

components, multi-channel communications processors 1. An information server system having a scalable, 

which can include, for example, the four channel "Quick- modular, fault tolerant, hot swappable architecture of a 
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plurality of components for interfacing with a computer 
network such as the Internet, comprising: 
a central processing unit; 

a communications interface subsystem connected to the 
central processing unit; 5 

a mass storage subsystem connected to the central pro- 
cessing unit; 

a diagnostics computer subsystem connected to the cen- 
tral processing unit for monitoring when one of the 10 
plurality of components of the information server sys- 
tem is removed or added; and 

a mid -plane connector board having two opposing sides 
and a plurality of sockets for connecting the interface 
cards for the components on each said opposing side of 15 
the mid-plane connector board. 

2. TEeTinformation server system of claim" 1~ where in-the^ 
pluralitjrof components of the information serversystem are 
connected-to the mid-plarjej:co^ 

tion-sepersystem^b^-interf aceTcards" 20 

3. The^mforma^o^serve^system of claim 2, wherein said 
interface cards comprise-circuitry-to-sense wherTtfie inter- 
face cards^e'f#ing:or-is bem^rerr^ed 7 .aiid^to generate 
a signaLto^me-diagnosticTsubsystem" oT3he^inJKrmation 
server system indtcajing-that:me-componenrcbnnected to 25 
the connector-board by the" interface card is to be taken off 
line, to^^ow^he-infomajior^ 

components"oJf^lhey^are taken off-line; and to switch thenr"* 
on as they^are^gacedvdn-hner^allowihg the information 
system to^be-fully nonswappable;— — 3 30 

4. The information server system of claim 3 7 wherein each 
said component has a unique electronic serial number, 
allowing the components to be integrated into the informa- 
tion server system. 

5. The information server system of claim 4, wherein said 35 
information server system comprises multiply mirrored 
components to significantly improve fault tolerance of the 
information server system. 

6. The information server system of claim 1, wherein said 
mid-plane connector board has upper and lower sets of 40 
sockets, allowing for components to be mirrored left and 
right, and top and bottom, to significantly increase fault 
tolerance of the information server system. 

7. The information server system of claim 6, comprising 

a plurality of mid-plane connector boards, allowing for 45 
expansion and scalability of the system. 

8. The information server system of claim 1, wherein said 
mass storage subsystem comprises a plurality of disk storage 
devices. 

9. An information server system having a scalable, 50 
modular, fault tolerant, hot swappable architecture of a 
plurality of components for interfacing with a computer 
network such as the Internet, comprising: 

a central processing unit; 

a communications interface subsystem connected to the 55 
central processing unit; 

a diagnostics computer subsystem connected to the cen- 
tral processing unit for monitoring when one of the 
plurality of components of the information server sys- 6Q 
tern is removed or added; and 

a mass storage subsystem connected to the central pro- 
cessing unit; wherein said mass storage subsystem 
comprises a plurality of disk storage devices, and 
wherein each of said plurality of disk storage devices is 65 
mounted on a bypass interface card that connects to a 
mid-plane connector board having two opposing sides 
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and a plurality of sockets for connecting interface cards 
for components on each said opposing side of the 
mid -plane connector board. 

10. The information server system of claim 9, wherein 
each of said bypass interface cards are sequentially connect - 
able together by jumper cables, so that a plurality of disk 
storage devices can be connected together. 

11. The information server system of claim 10, wherein 
each of said bypass interface cards include circuitry to sense 
when a bypass interface card is failing or is being removed, 
and to generate a signal to the diagnostics subsystem of the 
information server system indicating that the disk storage 
device connected to the connector board by the bypass 
interface card is to be taken off line, to allow the information 
server system to switch the disk storage components off as 
they are taken off-line, and to switch them on as they are 
placed on-line, allowing the information system to be fully 
hot-swappable. 

12. Tlie information server system of claim 1, wherein 
said mass storage subsystem comprises a fibre channel disk 
storage device array subsystem. 

13. The information server system of claim 1, wherein 
each of said components of the information server system 
has a unique serial number, and said diagnostics computer 
subsystem monitors the serial numbers for the components 
on-line. 

14. The information server system of claim 1, further 
comprising a plurality of temperature seasors to monitor 
temperature zones throughout the information server sys- 
tem. 

15. The information server system of claim 1, further 
comprising 

a fan, and wherein said diagnostics computer subsystem 
is connected to the fan for monitoring the fan speeds. 

16. The information server system of claim 1, further 
comprising 

a power supply, and wherein said diagnostics computer 
subsystem is connected to the power supply for moni- 
toring the electronic signature of the power supply. 

17. A method for increasing the throughput rates of a user 
computer having a communications interface via a network 
with a host server system, the user computer communica- 
tions interface including a modem of the type utilizing a 
database hash table for decryption of encrypted data 
received from the host server system, the method compris- 
ing the steps of: 

installing a supplementary database hash table in the user 
computer to replace the function of the hash table in the 
modem; 

accessing the supplementary hash table installed in the 
computer for decryption of encrypted data received 
from the host server system; and 

synchronizing the modem with the transmission speed of 
the host server system by gradually increasing the 
setting of the throughput rate of the modem along with 
that of data transmission from the host server system. 

18. The method of claim 17, wherein said step of syn- 
chronizing the modem with the transmission speed of the 
host server system further comprises detecting the through- 
put transmission rate change with a phase lock loop, in order 
to synchronize the user computer communications interface 
with the throughput rate of data transmissions from the host 
server. 

***** 
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